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A smart contract is a state-of-the-art and programmable decentralized blockchain application that
can replace banks and serve as a new and fair decentralized financial center. In this paper, we
propose an anonymous crowdfunding energy loan system that employs smart contracts and a
zero-knowledge proof in a smart grid. This system, which focuses on the energy generated from
crowdfunding, enables each party to lend its energy to others. Users who generate energy can
input their energy into a smart contract address anonymously and use a zero-knowledge proof to
fetch the energy from storage in the smart grid. Users who borrow energy from the smart contract
also remain anonymous in this proposed scheme. Moreover, if the borrower refuses to repay the
lending energy, then their anonymity can be revoked. Additionally, our scheme employs a lending
methodology in which smart contracts can automatically process loan transactions made by each

party in the smart grid.
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1. INTRODUCTION

A smart contract is a modern and useful type of
blockchain technology that enables users to exe-
cute script programs on the blockchain and reach
a consensus with others. Because smart con-
tracts are considered to be trustworthy and neu-
tral, they are widely used in many fields. They
can be used for rights management for Internet
of Things (IoT) applications[7], the sharing of
medical records|[3], and even the control of smart
cities[6]. Because large companies such as Tesla
expect to begin using virtual currencies, an in-
creasing amount of research on the development
and management of smart contracts will be con-
ducted in the next few years. Moreover, smart
contracts will begin replacing physical banks as
new, virtual financial centers.

Crowdfunding is a financing method that is
used for fund-raising to reach a target within a
specific period. After reaching this target, the
user generates a product and delivers it to the
customer. In comparison with traditional financ-
ing methods, crowdfunding offers greater acces-
sibility to funds, given that the project team
reaches its target by a specified deadline. In addi-
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tion, as long as the project receives approval and
support from the public, the first product can be
developed through crowdfunding with the attrac-
tion of an early bird price, thus providing oppor-
tunities for small-scale business entrepreneurs or
creative individuals.

Many unique platforms are available on the
Internet, such as China”’s Duocaitou, which fo-
cuses on small cultural and creative businesses
that have already obtained substantial funds and
employed special methods to maintain the flow of
funds|[8].

In this paper, we propose an anonymous
energy-lending system that operates through
smart contracts on a smart grid. The architecture
of the smart grid enables users to lend energy to
an energy platform, whereafter the platform can
relend energy to others.

This structure can solve the problem of insuf-
ficient funds for these entrepreneurs without ad-
ditional fees because no centralized institution is
employed in this scheme, thus reducing energy
costs through avoidance of the institution’s ser-
vice fee. Our proposed scheme contains the fol-
lowing features:



. Lender’s anonymity protection: In this sys-
tem, the lender can anonymously borrow en-
ergy from the platform. Moreover, a zero-
knowledge proof can be used for proof of
identity when the lender wants a refund.

. Decentralization: Smart contracts are the so-
lution to centralization, and this technology
provides an effective solution to help users
reach a consensus. Our scheme offers a neu-
tral platform on which smart contracts re-
place physical banks.

. Traceability: The borrower can borrow and
repay energy from our platform anony-
mously. When borrowers cannot repay their
loans, the system can trace the identity of
these borrowers.

Zero-knowledge proof: In this system, a zero-
knowledge proof is used to prove the identity
of users, enabling these users to prove that
they are the real borrowers without disclos-
ing their wallet address.

The remainder of this paper is structured as
follows. Section 2 describes other systems. Sec-
tion 3 presents our scheme.

2. RELATED WORK

Although blockchain technologies and cryptocur-
rencies have recently gained popularity, they do
not provide users with the ability to receive loans.

Loans have always been an integral component
of the human economy, especially in the past 10
years. This is because a loan system allows the
global economy to grow and creates more job op-
portunities. However, banks lack a solution for
how to issue people loans and trace the loaner to
get the money back, and this constitutes a se-
rious societal problem. As a solution, Guo et
al.[5] proposed a credit-based payment method
for fast peer-to-peer energy trading in which some
trusted banks are included in the smart grid. In
the system, each node has its own credit score
that allows it to lend energy to others. Addition-
ally, Guo et al.[4] proposed another credit-based
transaction system that addresses the problem of
IoT device storage.

Other researchers, however, rather than adopt
a credit-based system in a smart grid, have pro-
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posed other methods of addressing this prob-
lem. One example is the method proposed by
Aitzhan and Svetinovic[l], in which a multisig-
nature scheme is employed with a decentralized
arbitrator that is involved in the transaction pro-
cess. Additionally, Luo et al.[2] proposed an
SPB system that uses a private blockchain and
smart meter to solve electricity trading problems.
However, none of these schemes offer an energy-
lending functionality in the smart grid.

Our methodology is that proposing an energy-
lending platform in the smart grid which can
make the energy transaction between the en-
ergy borrowers and the loaners with the help of
the smart contracts. Moreover, building such
an energy-lending platform that it also increase
the energy transaction between users in the same
smart gird efficiently. Additionally, this system
also can prevent the centralization system mo-
nopolizing the energy market and let the users
have more energy choices.

Therefore, we propose an energy-lending sys-
tem that employs blockchain technology in the
smart grid network. In addition to offering users
anonymity protection in the smart grid, this sys-
tem provides a zero-knowledge proof and crowd-
funding capabilities to enable users to borrow en-
ergy from the energy loan system anonymously.

3. PROPOSED SCHEME

Some definitions are provided as follows for some
of the terms used in this section.

1. Loaner: A legal user who can upload per-
sonal energy to a smart contract address and
fetch energy from the corresponding address
in the smart grid.

. Borrower b: A legal user/company for which
there exists a guaranteed corporation that
can confirm the party’s identity and claim
responsibility for the party’s behaviour. Af-
ter the borrower has been authenticated by
a guarantee corporation, they are given a
credit score.

Guaranteed corporation g: A guarantee cor-
poration can authenticate and issue a credit
score to the borrower b.



Table 1: Notation definitions and descriptions

Notation Description

b a borrower who she/he attempts
to borrow the money.

M, Borrower b borrowed money.

Dy The money deadline for borrow-
ing money that the borrower b
borrows.

Yy The credit score of the borrower
b.

Cy The credit score of the guarantee
corporation g.

Wy The credit weights of the bor-
rower b.

Wy The credit weights of the guaran-
tee corporation g.

C(My, D) This function will return the min-
imum credit score that can be
borrowed.

E(Dy) Expire function will return the ex-

pired date that the borrower have
to repay.

4. Platform: The platform is established on the
basis of smart contracts, with which it can
store energy, execute programs, and reach a
consensus. The smart contract also calcu-
lates the credit score of the borrower when
the borrower attempts to borrow energy by
using the following equation:

C(Mb, Db) < Cy Wy + Cg . Wg (1)

(1) Setup Phase

In this phase, the system establishes a user wallet
address and a smart contract address and chooses
a guarantee corporation. The entire process is
illustrated in Fig.1.

e Step 1: The platform provider chooses the
system parameters (C(My, Dy), Cy, Wy, Cy,
Wy) and prepares the smart contract and
then publishes them.

Step 2: Users initialize their private keys and
wallet addresses. The platform provider
also selects some trusted users to be mem-
bers of a guaranteed corporation to help the
platform review borrowers’ scores and issue
credit scores.
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Fig.1: Setup Phase

e Step 3: Finally, the platform transfers the
credit scores to the guaranteed corporation,
and the guaranteed corporation returns the
corresponding wallet addresses to the plat-
form provider.

(2) Lend Phase

Before loaners lend energy on the platform in this
phase, some steps are implemented, which are de-
scribed as follows.

e Step 1: When users attempt to borrow en-
ergy on the platform, they must first find a
guarantee corporation that is willing to en-
dorse them. The guaranteed corporation re-
views this user’s loan records and remaining
loan repayment amount.

Step 2: The borrower receives a credit score
and a zero-knowledge token that can serve
as proof that the borrower has undergone re-
view by a guarantee corporation.

Step 3: The borrowers send their zero-
knowledge token and borrowed amount to
the smart contract on the energy platform.
The smart contract can execute a zero-
knowledge proof for the guarantee corpora-
tion and allow energy to be borrowed if the

proof is valid.

Step 4: The smart contract on the platform
evaluates the borrower’s credit scores by us-
ing Formula (2) and establishes an expiration
date by adopting E(Dy).

C(My,Dy) < Cy- Wy +Cy- Wy  (2)
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Fig.2: Lend Phase

(3) Repay Phase

After the loan result has been returned, the bor-
rower must check whether the loan must be re-
paid. For this phase, we demonstrate how the
borrower’s credit scores can be increased and how
their energy loan can be repaid.

e Step 1: The borrower forwards their energy
and token to the energy platform. After
they have been received, the platform checks
whether the energy amount matches that on
the token. If it does, then the energy is
placed in energy storage.

Step 2: If no disputes have occurred, then
the credit scores of the borrower and corpo-
rations are increased, and the borrower can
subsequently return the borrowed energy by
the expiration date.

(4) Tracing Phase

If the borrower cannot or does not agree to re-
pay the energy, the borrower’s guaranteed cor-
poration publishes their identity to the platform
in the smart grid. The platform then punishes
the guaranteed corporation and the borrower by
reducing their credit scores or adding to the re-
payment amount for the borrowed energy.

e Step 1: When the platform registers that the
loan time has expired, it identifies the guar-
antee corporation and notifies the corpora-
tion to help determine the borrower’s iden-
tity.

e Step 2: The guarantee corporation then de-
crypts the identity of the borrower in ques-
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tion and publishes it to the public board
of the blockchain network on the smart
grid. Additionally, this guarantee corpora-
tion adds the borrower’s identity to the block
list and pays a fine for the borrower not re-
turning the loan amount by the specified ex-
piration date.

4. CONCLUSION

In this paper, we propose an anonymous energy-
lending system in which smart contracts are em-
ployed in a smart grid with a zero-knowledge
proof. This system allows users to make energy
transactions and lend energy without the need for
trusted third parties.
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